Ml^iioD, SYSTEM, AND PROGRAM IMPLEME^B^JG 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 1/11 



FIG. 1 



Host 



File System 

User Interface 



10 



Archival Filter 



File System 



Operating 

System 




Storage System 



tvi^pOD, SYSTEM, AND PROGRAM IMPLEME^JjljG 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 2/11 



FIG. 2 



/RetainSYears 



-/Human Resource Records 



-/Accounting Records 



-/Billing 



-/Receivables 



/RetainSYears 



^Regulatory Filings 



-/Litigation Proceedings'" 



HoldforLegal 



IVlflpOD, SYSTEM, AND PROGRAM IMPLEMEIBnG 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 3/11 




FIG. 3 




Pass request to modify 
file to system to execute. 



Return message to request 
indicating denial of modify request 
due to a retention policy. 



M^ioD, SYSTEM, AND PROGRAM IMPLEMe||||^G 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 4/11 




FIG. 4 




Pass request to erase file 




to system to execute. 


< 1 



Return message to request 
indicating denial of erase 
request due to a retention 
policy. 



Yes 




Yes 



m(|^OD, system, and program IMPLEME^i^G 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et ai.; Docket No. SJO920030096US1 
Sheet 5/11 



<. Receive request to move a file. > 

\ Z- ^ FIG. 5 




No 



Ivi^^OD, SYSTEM, AND PROGRAM IMPLEMEfli^JG 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 6/11 



FIG. 6 



170 



Archive Server 



182 



Archive 
Program 



Retention 
Protection 
Setting 



184 



188 



Archive Database 



Object 




Expiration 


Table 




Table 



1,90 



176a 



Client 



174 



Archival 
Storage 




176c 



Client 



Client 



mI^od, system, and program implemeI^Pjg 

retention policies to archive records 

Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 7/11 



FIG. 7 



200 



2^ ^ 



208 



^0 



y4 



Timestamp 
at Start of 
Retention 
Period 


Timestamp 
at Deletion 


Retention 
Period 


Audit 
Hold 
Flag 


Legal 
Hold 
Flag 


Must 
Shred 
Flag 


Permanent 
Hold Flag 





Record Metadata 



216 2,18 



222 224 226 

( 7 ? 



Event 
Flag 


Event 
Condition 


Post Event 
Retention 
Period 


Event Start 
Timestamp 


Event 
Occurred 
Timestamp 


Minimum Event 
Retention 
Period 



Event Metadata 



IVl^^OD, SYSTEM, AND PROGRAM IMPLEMeIHnG 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 9/11 



3D0 



Receive request to 
delete or shred a record. 



FIG. 9 





Yes- 



Perform delete or 
Shred operation, taking 
into account shred flag. 



3^12 



Set timestamp at deletion ^ 

to current system 
timestamp. 



IvlipOD, SYSTEM, AND PROGRAM IMPLEMET^PsJG 

RETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et a!.; Docket No. SJO920030096US1 
Sheet 10/11 



350 



Detect occurrence of event 




FIG. 10 



^ condition 1 


For record. ^ 




r 


Set event occurred to current 
system timestamp. 




f 


Set retention period to event 
post retention period. 




f 




52 



i56 



Has event 
3tention policy applied for tTi 
minimum event retention ^ 
period? 



3^8 



Delay action until current 
time is equal to event start 
plus minimum event retention 
period. 



Yes 



3^ 



Set event flag to "off* 




FIG. 11 



374 



Deny purge 
request. 



Delete metadata associated 



with record. 



N^lrOD, SYSTEM, AND PROGRAM IMPLEM^^^G 
RiETENTION POLICIES TO ARCHIVE RECORDS 
Inventors: A.L. Stuart et al.; Docket No. SJO920030096US1 
Sheet 11/11 



FIG. 12 



400 



S 



Computer Architecture 

402 



Processor 



40^ 



Memory 





406 


Storage 




Network 




Card 



410 



Input Device 



4,12 



Output 
Device 



